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Introduction

• Army Experimentation Centre

• Test Assets
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INTRODUCTION

 Testing and technical assessment:

̶ Ground vehicle platforms and complex systems ;

̶ Weapon systems (WS);

̶ Equipment of interest for IT MoD;

 R&D on security of Tactical Comms:

̶ VORTEX project financed through NPMR;

̶ Orbital Angular Momentum (OAM) of EM waves;

̶ Improvements on immunity and security;

̶ Field use of OAM for Quantum Key Distribution (QKD).

ARMY EXPERIMENTATION CENTRE (AEC)



VIEW OF TESTING AREA
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Extent: approximately 400 ha                       Tracks length: 25 km 
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TESTING ASSETS
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TESTING ASSETS
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Metrology for WS Testing

• Mechanical PQs

• Thermodynamic/Chemical PQs

• Electro-Magnetic PQs

• AEC and SATCOM

• Case study 1: EMC metrology issues
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METROLOGY FOR WS TESTING

MECHANICAL PQs

 Vehicle performances characterization

and simulation:

̶ Weight, Center-of-Mass, Overturning angle; 

̶ Accelerations, Velocities (lin./ang.), Position;

̶ Sound pressure, Mechanical vibrations

(meas./gen. MIL-STD 810);

 Materials parameters:

̶ Stiffness tensor elements curves, Yield

stress;

̶ Mechanical wear, Fracture and Fatigue

performances of metals;

̶ Wear, Fatigue, UV/ozone ageing of tyres.
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METROLOGY FOR WS TESTING

THERMODYNAMICAL/CHEMICAL PQs

 Endo-thermic engines characterization:

̶ Power, torque, fuel consumption, endurance; 

 Climate measurements and simulation

̶ Temperature (dry, wet bulb), air moisture;

̶ Climate conditions simulation through Climatic

Chamber;

 Chemical characterization of fuels, 

lubricants and paints:

̶ Viscosity, flash/fire point, freeqing point, cetane

number;

̶ UV-VIS-NIR paint (spectro)-photometry. • V= 400 m3

• T= -55 °C ÷ +75 °C
• RH= 5 % ÷ 95 %
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METROLOGY FOR WS TESTING

ELECTRO-MAGNETIC PQs

 Electrical quantities:

̶ Voltage, current, waveforms for electrical

installation safety assessment and generators

performances; 

̶ Charge for batteries qualification;

 (Spectro)-Radiometry in UV-VIS-NIR-

TIR bands:

̶ VIS imaging and spectral analysis for

camouflage effectiveness evaluation;

̶ UV and TIR for surfaces spectral signature

recognition or reduction.
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METROLOGY FOR WS TESTING

ELECTRO-MAGNETIC PQs

 Electromagnetic (EM) quantities for

EMC testing:

̶ Electric and magnetic fields and inductions for

radiated emission (RE) and susceptibility (RS) 

testing;

̶ RF currents and voltages generated by

(conducted emission, CE) or induced

(conducted susceptibility, CS) on EUT;

̶ RF, MW absolute power (thermal, diode power

sensor) and frequency up to 40 GHz

(spectrum analyzer stabilized with 10 MHz 

reference form Rb atomic clock);

̶ S-Parameters up to 40 GHz with coaxial

impedance standards (12-term SOLT).
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METROLOGY FOR WS TESTING

AEC and SATCOM

 SATCOM on the MOVE (SOTM):

̶ Challenging EMC requirements to grant

interoperability (up to 6 radios + 

unwanted radiated emission);

̶ Automatic SAT tracking (when needed);

̶ Need for EM modeling of the vehicle and 

antenna positioning optimization.

 Inter-satellite link (ISL):

̶ Secure ISL through OAM enforced QKD;

̶ Promising azimuthally invariant solution, 

has been proposed [1] through L + S 

coupled TAM states, could be a starting

point.
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METROLOGY FOR WS TESTING

CASE STUDY 1: EMC METROLOGY ISSUES

 E-field measurement in 10 kHz – 30 

MHz Band (MIL-STD 461 F/G):

̶ Quasi-static regime – mainly dipole-dipole interaction; 

̶ Induced antenna dipole moment counter-poise dependent

(shape, height, coupling with EUT);

̶ Antenna ground voltage reference can experience

resonances due to counterpoise (C) and cable shield (L) 

parasitics contribution;

̶ Antenna Factor calibration.

 Antenna design with induced dipole

moment relatively independent from

measurement height:

̶ Near-field approach, dipole type; 

̶ Closer distances.
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METROLOGY FOR WS TESTING

CASE STUDY 1: EMC METROLOGY ISSUES
 E-field measurement in 200 MHz – 1 

GHz Band (MIL-STD 461 F/G):

̶ Travelling-wave wide banda antenna used (Double

ridged horns, logarithminc antennas, ecc.); 

̶ “Center of phase” concept well-posed;

̶ Ambiguities on the concept of distance from the 

antenna (unknown actual spatial location of sources).

 Travelling-wave antennas should be

avoided

̶ Near field scanning techniques should be considered; 

̶ Uncertainties reduction could be achieved changing

approach;

̶ Less of an issue for CISPR 16 method (NSA 

evaluation, at least 3 m receiving antenna distance).



R&D on photon OAM -

VORTEX project

• Introduction – research objectives

• Phase 1 results - RF

• Case study 2: quasi near-field SAR

• Phase 1 results – Photonics

• Case study 3: quantum metrology in QKD

• Phase 2 perspectives
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R&D ON PHOTON OAM

INTRODUCTION

PHASE 1 
12 months

Base and applied
research

PHASE 2
15 months

COM / non COM, RF and 
photonic systems design

PHASE 3
9 months

Prototypes realization and 
characterization

Research project on EM vortices led 

by VORTEX Working Group (GLV)
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R&D ON PHOTON OAM

PROBLEM DEFINITION

State-of-the-art military tactical comms

technology issues

 Interceptability with low cost technology;

̶ RF and MW links;

̶ Fiber optics;

 Susceptibility to jamming:

̶ Self-jamming;

̶ Enemy jamming;

 Localizability;

 Limited channel capacity.
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R&D ON PHOTON OAM

SCIENTIFIC OBJECTIVES – PHASE 1

 Theoretical framework synthesis for

interactions in wide energy scale:

̶ RF and MW, plasmonics, photonics, QED;

 Generalization of EM OAM field theory:

̶ Non-paraxial solution study;

̶ Separability of SAM and OAM;

 Applications for information transport:

̶ Increase of channel capacity;

̶ Quantum cryptography.
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R&D ON PHOTON OAM

INDUSTRIAL OBJECTIVES – PHASE 2

 Feasibility study:

̶ Technologies for RF and photonic comms;

 Design of prototypes:

̶ RF antenna for vehicle/nomad comms;

̶ High security photonic communication system;

 Technology engineering:

̶ Industrialization potential assessment;

̶ Cost impact evaluation.
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R&D ON PHOTON OAM

OPERATIVE OBJECTIVES – PHASE 3

Implementation and characterization of

designed prototypes

 OAM photonic IC:

̶ Not interceptable/de-cryptable;

̶ Multiplied channel capacity;

 OAM RF Vehicular Antenna:

̶ Difficult to intercept;

̶ High jamming immunity;

̶ Increased channel capacity.
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R&D ON PHOTON OAM

RESEARCH GUIDELINES

 Original and applied research (ph 1):

̶ 3 universities and 1 private R&D society;

̶ Selection by past experience or technical proficiency;

̶ Unbiased and mutual coherence check;

 Know-How acquisition (ph 1);

 Improvement of AEC testing capabilities (ph 2-3):

̶ HPC server for EM\EMC simulations;

̶ Near Field Antenna Test/Synthetic Aperture RADAR;

̶ CNC mill and LASER lythography for prototyping.
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R&D ON PHOTON OAM

PHASE 1 RESULTS - THEORETICAL

 OAM non-local propriety of photon

̶ No additional internal DOFs;

̶ Channel capacity increase as in MIMO or Spatial Multiplexing;

̶ Over-quadratic spatial attenuation;

 Increased interceptability / jamming immunity
̶ Almost perfect alignment;

̶ Topological charge concatenation;

 Waveguide applications
̶ No advantage in RF band;

̶ Exciting potential for QKD implementation.
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R&D ON PHOTON OAM

PHASE 1 RESULTS – APPLICATIONS - RF

 Immunity to

interception

̶ High immunity;

̶ High directionality due to

topological charge recovery;

̶ Limited range.
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R&D ON PHOTON OAM

PHASE 1 RESULTS – APPLICATIONS - RF

 Immunity to jamming

̶ SNR study in several spatial configurations;

̶ High immunity in case of alignement but need for dynamic

tracking;

̶ Range ~ 20 m.
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R&D ON PHOTON OAM

CASE STUDY 2 – QUASI NEAR-FIELD S.A.R.

 Combo measure capability: Spherical Near Field (SNF) Scanner 

and Quasi Near-Field SAR

̶ Relatively low cost solution;

̶ Full anechoic, not shielded chamber;

 Metrologic considerations:

̶ State of the art SNF, good antenna pattern measurement

accuracy;

̶ QNF SAR performance to be fully analyzed and 

developed;

̶ First order elementary scatterers approximation with

sphericity correction already demonstrated (convex

geometries) [2, 3];

̶ Solution of appropriate integral equation in selected

cases of interest under study.
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R&D ON PHOTON OAM

PHASE 1 RESULTS – APPLICATIONS - PHOTONICS

 Realization of a OAM based QKD Photonic IC 

̶ Virtually impossible to intercept;

̶ Guided OAM photons and linear combinations can be exploited

for conjugate bases creation;

̶ L-dimensional alphabet: more robust to noise and eavesdropping.
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R&D ON PHOTON OAM

PHASE 1 RESULTS – APPLICATIONS - PHOTONICS

 Practical issues in the design of a OAM based

QKD Photonic IC 

̶ Single photon source vs 

coherent states;

̶ OAM supporting fibers

design;

̶ Integration of (de)-

multiplexing by custom 

Diffractive Optical

Elements (DOEs).
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R&D ON PHOTON OAM

CASE STUDY 3 – QUANTUM METROLOGY in QKD

 Quantum Key Distribution

̶ Based on the “No cloning of information theorem” of QM;

̶ Qubit generated and measured with a random measurement

basis choiche for public key sharing;

̶ Photon states;

̶ Virtually impossible to decypher;

̶ Eavesdropper presence can be discerned.
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R&D ON PHOTON OAM

CASE STUDY 3 – QUANTUM METROLOGY in QKD

 Immunity to attack strictly related to photon source 

properties;

̶ Single photon sources preferrable, difficult to manage in real world;

̶ Coherent states (multi-photon) easier to manage but need additional

special techniques to avoid eavesdropping.

 Single photon sources:

̶ If “on demand”, generally not a rigorous single photon ;

̶ If “heralded”, good single photon state approximantion but unpredictable

emission time and need for homodyne detector;

̶ VORTEX fibers design crucial.
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R&D ON PHOTON OAM

PHASE 2 PERSPECTIVES

 High immunity RF antenna

RADIO

OAM Antenna 
for

interception
immunity

Design and 
prototyping

Phase matching
techniques

OAM time-
variant link



32

R&D ON PHOTON OAM

PHASE 2 PERSPECTIVES

 OAM QKD PIC design

PHOTONICS
PIC – high 
security

VORTEX fibers

Reliable
sources

DOE 
engineering



Conclusions
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• WIDE RANGE OF PQs MEASUREMENTS 

CAPABILITIES;

• EMC METROLOGY ISSUES EVIDENCED AND 

SOLUTIONS HAVE BEEN PROPOSED;

• R&D on PHOTON OAM: 

• PHASE 2 TO BE DEVELOPED;

• METROLOGICAL ISSUES  FOR QUASI-NEAR FIELD 

S.A.R. TO BE ADDRESSED;

• METROLOGY IN REAL WORLD QKD DISCUSSED.

CONCLUSIONS
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