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Military Tasks

Arma dei Carabinieri

Ministry of Defense

TASKS

Armed force Law enforcement

Public order and fighting crime

Ministry of Interior

TASKS



Defenceand  Security



Territorial Organisation

103 Provincial Commands

539 Companies

41    Lieutenencies

4.631      Stations

80% of military Arma

5 Inter - regional Commands

19 Regional Commands

Milano

Padova

Roma

Napoli

Messina
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Elevare capacità elaborazione  Reparti
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Le reti dati dellôArma



Digital Radio  Networklink - Network

ü backbone 155 Mbit/s for Provincial
Command

ü 8 Mbit/s for Company Commands e 267 
Stations
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Links already operational

Links of imminent activation

Links  under construction



Strategic link - Optic fiber network

Links already operational ïArmed Forces 

Links under constuction ïArmed Forces

Links already operational ïJoint Police Forces

Links under constuction ïJoint Police Forces

Backbone at 2,5 Gbps 

interconnected to Digital 

Radio Network at Regional 

Command level
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SatelliteA R M A S A T    Infrastructure

PA

CA

BA

CZ

PE

PD

MI

NA

FI

PZ

PG

RM

GE
BO

BZ

UD

AN

CB

TO

SERVER

CC Headquarters

HUB ςVIGNA DI 
VALLE

500 EHF SICRAL 
nodes

4000 Commands
in Eutelsat KU 
band

SICRAL / Athena idus

EUTELSAT
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SERVER

HUB ςVIGNA 
DI VALLE

Head 
Quarter

SICRAL/ Athena Fidus

EUTELSAT
Exclusivefor the Stationsand 
specializedsUnitsnot servedfor
commercialsnetworks

Backbonefor all

Unitsin the World

Connections

Data - Voice - Video

Collegamento satellitare (sperimentale) ςARMASAT
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Armasat Architecture

EUTELSAT

HUB ï

VIGNA DI 

VALLE

SERVER

Head 

Quarter

SICRAL / Athena Fidus

Ground  links

283 Companies
3367 Stations

Military Satellite Commercial Satellite
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Collegamenti per i minori livelli ordinativi

3.490 links with ADSL

284 links only with

ARMASAT

49 links in ISDN, but

working in progres in
Armasat

Stations CC



Provincials

HF   Network

Companies

Foreign
operating
theaters

LegionsLegions

Headquarters



National wide coverage  - tactical link for security policing

Tactical link ς400 Mhz  Radio Network 



TETRA NETWORK 

Terrestrial

European

Trunked

RA dio

ÅDigital radio network 

ÅE.U. standard

ÅMore channels avalable

ÅData & video trasmission



Mobility & Security Everywhere to Anyone

eNB 

EPC+HSS

+ IMS

Mission Critical

PTT

PTT Tetra

Gateway

Tetra

BTS

LTE System ïMission Critical

ser

Tetra

Network

Tetra-user

Tetra System

Voice, data e PTT PTT

Master System: Tetra ïLTE Common Coverage Area

Integrazione servizi Push To Talk

eNB 

EPC+HSS

+IMS

Mission Critical

PTT

Tactical Mission Critical LTE System

eNB 

EPC+HSS

+IMS

Mission Critical

PTT

Tactical Mission Critical LTE System

IP Connection
(MW, Sat, LTE)

Co-exitenceof Tetra and LTE coveragewith the possibilityof 
PTT hybrid voice callingbetween terminalscertified on both
systems

Extension even in mobility of the 
LTE cover with possibility of 
interconnection with Master 
system

MISSION CRITICAL COVERAGE TETRA + LTE



Mobility & Security Everywhere to Anyone

eNB 

EPC+HSS

+IMS

Mission Critical

PTT

Sistema LTE Tattico Mission Critical

Voice and Data Services 
FinalCustomer

LTEcoveragefor local voice, video and PTTservices. Possibilityof stand-alone or end-user intranet
connection via dedicated metropolitan network interconnection with dedicated frequencies,
satellite connectionor broadbandconnection(optical fibre, DSL).

eNB 

EPC+HSS

+IMS

Mission Critical

PTT

Sistema LTE Tattico Mission Critical
eNB 

EPC+HSS

+IMS

Mission Critical

PTT

Sistema LTE Tattico Mission Critical

Rete Operatore

Connection via 
Dedicated

Frequencies

Temporary 
installation on a 

building with fibre
/ DSL connectionBroadband 

Satellite
Connection

MISSION CRITICAL COVERAGE : Portable Tactical System



The new high speed 

connection standards (based 

on mobile network) open 

new frontiers for Police 

Forces :

- remote inquiries to the 

central databases 

GPS

Op. room

Åpatrols tracking

Åremote patrol car function 

control;

Åñreal timeò video 

transmission to Operational 

Rooms (by car)

GPRS

VHF

The GPRS/EDGE/HSDPA ñrevolutionò 



Interconnection of Operational Rooms

Finanza O.R.

Arma dei Carabinieri

Police O.R.

H.Q. Situation Room

Present at  the Provincial and 
Company  Command level

Functions of C4I of the units 
dynamically deployed on the 
territory



The Op Roomôs aim

CC112

Picture of the real

Request for assistance or

emergency calls by citizens

Carabinieriôs Op. Room

OBJ

Other Op. room request or 

infomations
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24

Images in Op Room - 1

Streaming  video (camera car or 

mounted on helicopter)

The electronic automatic system for reading

and identifying license plates



Images in Op Room - 2

Urban cameras for video surveillance

Project ñVideo surveillance sudò

Nation-wide electronic 

measures against robberies
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The Rescue Mobile Operations Center



System for territorial control (SICOTE) 

OPERATIONS INVESTIGATIONS

ÅOfficial DDBB 

ÅOsint
ÅHelivideo

ÅCC 112 informations

ÅMobile Command Post

Nanosensors and neural networks

SEMANTIC 

ENGINE

ANTI  - TERRORISM

Modelling & 

simulation center

Research & Develop 

with industries & 

universities



La struttura organizzativa per la Cyber 
Defence in ITALIA

CERT 
Nazionale

Privato

CERT PA

Pubblico

CERT Difesa

Forze 
Armate

Ambiente Cibernetico

Nucleo Sicurezza Cibernetica



SMD II Reparto

Informazioni e Sicurezza

Gestione Incidenti informatici

Coordinamento difesa reti A.D. 

Cyber Defence  Early Warning

Infosharing e Intelligence

CERT Difesa

Technical Centre

CERT 

Esercito

Italiano

CERT

Arma dei  
Carabinieri

CERT Nazionali

C.N.A.I.P.I.C.

CERT Militari NATO

Ditte Sicurezza ICT

Fonti Open Source

SMD VI Reparto

Sistemi C4I e Trasformazione
Comando C4 Difesa

CERT 

Marina

Militare

CERT 

Aeronautica

Militare

La struttura operativa attuale della Difesa per 
la Cyber Defence

ALTRI ENTI (Difesa / 
Governativi)



Software malevolo ( rete LAN, file infetti, chiavette usb, ecc.)

Spam (mail infette, fishing, ecc.)

attacchi di tipo D istibuted Denial of Service (DDOS)

Virus web (siti web infetti o compromessi)

Cyber Defense - La minaccia telematicaé

CYBER   ATTACK



USUAL PROTECTION

ANTIVIRUS

ANTISPAM

ANTIVIRUS WEB e URL FILTERING

FIREWALL E SIMILAR

ée le contromisure

INTRUSION DETECTION/PREVENTION SYSTEMS

DATA LEAK PREVENTION SYSTEMS

CODE AND SEGMENTATION OF COMMUNICATION 
CHANNELS



1^ Sz Sistemi Pers. 

3^ Sz. Sistemi 

Amm.

2^ Sz. Sistemi Opv.

UFFICIO

SISTEMI

INFORMATIVI (c)

CAPO III R EPARTO

Gen. B.

UFFICIO

RETI (c)

Col./Ten.ColRN Col./Ten.Col. RN/RTL tlm Col./Ten.Col. RTL tlm

1^ Sz. Reti 

2^ Sz. Radio 

Col. RN

DGRESIA

III Head Quarter- I C T   and   Cyber   Organisation

Gen. D.

1 ^ Sz. Armamento

2^ Sz. Eq. speciali

CENTRO SICUREZZA

TELEMATICA
UFFICIO AES

CERT

Data center e 

disasterrecovery

Nucleo Sicurezza 

Logica 

Vice Capo 

Reparto

Gen. B. RTL tlm

Nu. PGF



SECURITY - Desktop Management

Asset management

Software distribution

Security policy

Hardware e software inventory

Project for centralized management and control of all workstations at national level



Network System & Management

Project for the monitoring of all network equipment And 
the systems on the Array Intranet

INTRANET

Cdo Provinciale

Cdo Compagnia
Vari EntiCdoInterregionale

Cdo Regione

Dati locali

Dati locali


















