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3 DIVISIONE

The strategic joint communication
infrastructure

Defense Communication resources

Rete Numerica Interforze - RNI
More than 100 radio stations over the country

Rete Interforze Fibra Ottica Nazionale - RIFON
13.000 km of fiber optic over the country

MAN DIFENET in Rome
Full IP network with 20 Gbps links
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g% The strategic joint communication
S, infrastructure

Military Satellites for communications
3 Military satellites — SICRAL 1, 1B e 2
1 Dual use satellite Military/Civilian — ATHENA FIDUS

\_

A Commercial resources
© AIRBUS . .
DEFENCE & SPACE leased lines, satellite band

‘)3 eutelsat

COMMUNICATIONS
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The ICT services and Networking of B
Italian Air Force

Wired networks

(25)
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AERONET: Distribution of intranet unclassified servicesto all Air
)2 @ Force users based on IP protocol and connected to Public Interne

E—:: o

Rete Geografica Telematica Integrata (RGTI) - Rete
Integrata Difesa Aerea (RIDA): Transport infrastructures

based on legacy technologies like ATMand TDM

ROIP (Rete Operativa IP dell’AM): Distribution of

.= operational servicesbased on IP protocol

SITO. "~
OPERATIVO
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The ICT services and Networking of -
Italian Air Force

Wireless Networks

Link 16: Tactical Data Link to distribute Command
& Control information in UHF band

G-A-G: Voice communications between Aircraft and
Command & Control centers in HF/VHF/UHFbands




Italian Air Force

Operational services
U RADAR (Air Defense, Air Traffic
Control & Weather)
U Radio (Ground/Air/Ground)
U Military Messaging
U Full Motion Video

U Weather Station, Radio Navigation
Services

U Intrusion and Video Survelllance
Systems




Italian Air Force

Administrative services

U Intranet

U Public Internet Access
U E-mail

U Information Services
U Voice

U Video Conference
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Network monttoring & control

Monitoring & control of communication joint infrastructure

C4 Defense Command performs the centralize control and
supervision 7 Days/24 hours of the infrastructure

C4 Defense Command

CONTROL ROOM/CALL CENTER

Network Infrastructure
Operation Operation
Center Center

NETWORKING
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V' Supervision and management of
AeroNet Network IP connectivity

V Monitoring of transport network
connectivity (RIFON), and start up of
the joint maintenance chain (C4D) In
case of fault (
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Network monttoring & control
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Network monttoring & control

Cyber Defense

Defensive
Security

Firewall
Management

Content Web

Filtering

Intrusion
Prevention
System

Threat
Analysis

[~ Security
Information and
Event
Management

Threat
Awareness

Security Alert

Proactive
Security

Open Source
Intelligence

| Penetration Test

Web Application
Security Testing
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B Network monitoring & control

Cyber Lab

Center of excellence for cyber

capabilities training through the Proactive Security

use of application scenarios in a

controlled virtual environment. I .
Open Source Intelligence

Penetration Test

Web Application Security

Testing




Satellite communications

COMUNICAZ1@NI \ T

ALLA\RWI '

(Italian System for Restricted Communications and Alarms)



Satellite communications

. SICRAL 1 (GEO)

U Lunched on 7t February 2001

U Operational life (project) = 10 years

U End of life (estimation) = September
2018

. SICRAL 1B (GEO)

U Lunched on 20" April 2009
U Operational life (project) = 13 years
U End of life (estimation) = April 2022

. SICRAL 2 (GEO)

U Lunched on 26™ April 2015
U Operational life (project) = 15 years




Satellite communications

Command & Control (C2) Managementof resources
National Capabillities

Control and Monitoring of SICRAL space segment is
performed by:

U Vigna di Valle (Principal):
5 Satellite Control Centres (SCC)
4 Antennas for TT&C
2 Flight simulators

U Fucino (Back Up):
2 Satellite Control Centres (SCC)
2 Antennas for TT&C

TT&C: Telemetry, Tracking and Command Systems




Satellite communications

Centro Interforze Gestione e Controllo SICRAL

(Joint Centre for Management and Control SICRAL)
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MISSION: —
Technical and Operational management of Italian Ministry
of Defense satellite



Command and Control of space assets (Health and Safety of

Spacecraft)
Management of Investigations and Anomalies

Management of Operational activity support



Satellite communications

Space Operations
« HOUSEKEEPING




Satellite communications

3 DIVISIONE

HOUSEKEEPING
Thermal Control Subsystem

Verification of on board temperature and seasonal limits

Power supply Subsystem
Management of battery and solar wings

Navigation Subsystem

Management and Control of the performances:
U Solar and Earth Sensors
U Laser Gyro

Propulsion Subsystem

Management of Control of trim and maneuver

Payload

Setup payload equipment based on TLC Service requests
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STATION KEEPING
» FLIGHT DYNAMICS

U Determining the orbit

U Propagation and determination of orbital events
U Planning of orbital maneuvers

U Propeller rating

« ORBITAL MANEUVERS

U Maintaining the competence box

« CONJUNCTION ANALYSIS - COLLISION AVOIDANCE

U Data analysis from JSpOC and Telescope
U Maneuvers to decrease the probability of collision
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Satellite communications

STATION KEEPING

Orbital maneuvers

« Corrections can be:

U Inthe movement direction (Est — West maneuvers)
U Perpendicular to the movement direction (North — South maneuvers).

e As of 13 June 2003:

U Over 600 orbital maneuvers
U Three orbital movements
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%gg Satellite communications
SPACE
SITUATION
AWARENESS

Proximity analysis



Mission planning (management of the band and power of the
satellite, spectrum verification)

Anchor Station for communication links

Provide support 24 hours/7 days to the ongoing missions and
users



Satellite communications

Communications capabillities

U Avallable communications to SICRAL users:

— UHF Band (high mobility users at tactical level)

— SHF Band (large unit users deployed at strategic level)

— EHF Band (national users inside the country at strategic level)
U ltaly provides 90% of TLC UHF of

NATO and manages more than

1400 users in the Operational
Theaters of Alliance

UHF global coverage
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Satellite communications

Up 7,9-8,4GHz Up 293,2 — 308,2 MHz
Down 7,25 - 7,75 GHz Down 252,2 — 267,2 MHz

MAR GLACIALE ARTICO

CANADA

e %, ' et
, M o Jo—
- 5 oty o
&3 = V -
i 5 o oy i | s -
: T ko —
i -, e acEAND =
Gl — T e Qe iy e s
- s e, a A e " . PACIFICO NS
g . = - . =
.,\—:z._.., 3 :“:.-"." i OCEANO i

-------------
...............

Artanrico

Only national coverage
Up 43,5 -44,5 GHz
Down 20,2 — 21,2 GHz




Satellite communications

SES 4 [ARX1]UPSESACH - [ATX1]D0WNSESACH

------------------------------------------------------------------- 3 " [ARX1]UPSESACh - [ATX1]DownSES4Ch
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Typical use of a SHF transponder






Satell

AFRICA

LIBYA (IPPOCRATE) 300
SOMALIA (EUTM) 110

DIIECUTI (SUPPORT BASE) 90

EGYPT (MFO) 80

EUTM MALT 10

OPERATION ATALANTA 200
EUROPE AND
MEDITERRANEAN SEA

MARE SICUROC 700

EUNAVFORMED 500

KOSOVO (KFOR) 550

NAVAL FORCES 45
ASIA

LEBANON (UNIFIL - MIBIL) 1100
AFGHANISTAN (RS-EUPOL) 950
IRAK - KUWAIT

{(PRIMA PARTHICA} 1400

TURKEY (O.P. SAGITA) 125
EAU - AL MINHAD

TASK FORCE AIR 120
NATIONAL

TERRITORY

STRADE SICURE 7050
SASINA 50

OTHER MISSIONS app. 760
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ITALY IS ENGAGED IN 32 MISSIONS IN
21 COUNTRIES

Extension of Armed and Police Forces’ international missions, initiatives
for development cooperation and reconstruction support, initiatives of
the international organizations in favour of peace-establishment and
stabilization processes, as well as urgent security measures.

Note: entry into force 17 May 2016

* The boundaries and names shown and the designations used on this map do not imply official endorsement
or acceptance by Italy

** Numbers relating to personnel engaged in missions -both national and international- while complying with
the authorized force number may vary under speafic circumstances such us, for example, units’ rotation.
The situational picture ilustrated on this page is updated regulariy.




Conclusions
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Nowadays represents the
of a large and complex organization as
the Italian Air Force. It links and to the

centers to perform the assigned Tasks.

Is fundamental to assure the efficiency and effectiveness of
the communication infrastructure.
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